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INPRESEC INITIATOR / FOUNDER

Rich experience in creating and managing start-ups, new

businesses development b P0Y g C;Vf :
&l 7]

Leading management positions in international oriwative [T

corporations SISTEMI

Expertise in information security, computer software and
networks industry

Prolific academic career: Adjunct Professorship, authorship
of books, scientific papers and journals’ articles

Scientific and security leader, researcher, advisor, architect

Inventor with a set of U.S. patents granted and several
patent applications pending (USPTO, CIPO, EPO, WIPO)

Entrepreneur, leader, motivator, visionary
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Information security is complicated, and hard e Confidenti ality, Integrity,
to get right. I'm an expert in the field, and it's

hard for me. It's hard for the director of the Availabil Ity (CIA)
CIA. And it's hard for you. + authenticity, accountability, non-
— Bruce Schneier, called a "security guru" by The Economist repudiation, reliability

 DAD - Disclosure, Alteration Destruction
Machine learning plays a part in every stage

of your life. Confidiality

Pedro Domingos, Professor and author of book:

— ,, The Master Algorithm: How the Quest for the Ultimate Learning
Machine Will Remake Our World“

Integrity Availability
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Number of security breaches is rapidly increasing

Organizations are not able to cope with all of threats,
attacks and risks any more: Issues grow fast
— significant amount of manual work

Security “debt”

— lack of focus and concentration leading to errors growth over time

— lack of skilled professionals and tools
— increasing cost

There is no true predictive approach on the market!

Late detection - costs of breach are skyrocketing!

Solutions grow but slow

Time
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Shift the Paradigm and Defense in Depth CP

Defense in Depth Layers

Application

Reactive

Internal Network

Perimeter
e Past » Present e Future
Physical

Policies,
Procedures,
Awareness




Our Approach
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Machine Learning CP

* Supervised
* Unsupervised

Machine

Learning

* Reinforcement Learning

* Principal Component Analysis
(PCA)

Source: http://drewconway.com/zia/2013/3/26/the-data-science-venn-diagram




Deep Boltzmann Machine (DBM)
Deep Belief Networks (DBN)
Convolutional Neural Network (CNN)
Stacked Auto-Encoders

Random Forest

Gradient Boosting Machines (GBM)
Boosting
Bootstrapped Aggregation (Bagging)

Deep Learning

Ensemble

AdaBoost
Stacked Generalization (Blending)

Gradient Boosted Regression Trees (GBRT)
Radial Basis Function Network (RBFN)

Perceptron
Neural Networks

Back-Propagation
Hopfield Network j

Ridge Regression
Least Absolute Shrinkage and Selection Operator (LASSO)
Elastic Net

, Regularization

Least Angle Regression (LARS)
Cubist
One Rule (OneR)

| Rule System
Zero Rule (ZeroR)
Repeated Incremental Pruning to Produce Error Reduction (RIPPER)
Linear Regression
Ordinary Least Squares Regression (OLSR)
Stepwise Regression .
| Regression

Multivariate Adaptive Regression Splines (MARS)
Locally Estimated Scatterplot Smoothing (LOESS)
Logistic Regression

Machine Learning Algorithms

Naive Bayes

Averaged One-Dependence Estimators (AODE)
Bayesian Belief Network (BBN)

Gaussian Naive Bayes

Bayesian |

Multinomial Naive Bayes
Bayesian Network (BN)
Classification and Regression Tree (CART)
Iterative Dichotomiser 3 (ID3)
C4.5
C5.0
Chi-squared Automatic Interaction Detection (CHAID)

Decision Tree

Decision Stump
Conditional Decision Trees
M5

Principal Component Analysis (PCA)

Partial Least Squares Regression (PLSR

Sammon Mapping
Multidimensional Scaling (MDS)

Projection Pursuit

Dimensionality Reduction |

Clustering

{__Partial Least Squares Discriminant Analysis

Mixture Discriminant Analysis (MDA)
Quadratic Discriminant Analysis (QDA)
Regularized Discriminant Analysis (RDA)

[ Principal Component Regression (PCR)
-
-
\.

Flexible Discriminant Analysis (FDA)
\ Linear Discriminant Analysis (LDA)

k-Nearest Neighbour (kNN)

Learning Vector Quantization (LVQ)

Self-Organizing Map (SOM)

Locally Weighted Learning (LWL)
k-Means
k-Medians
Expectation Maximization

Instance Based

Hierarchical Clustering
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Machine Learning Tools &

Keras: The Python Deep Learning library
— TensorFlow - An open-source software library for Machine Intelligence

— Theano - Python library that allows you to define, optimize, and evaluate mathematical
expressions involving multi-dimensional arrays efficiently.

e scikit-learn - Machine Learning in Python

 Matlab - Statistics and Machine Learning Toolbox

 Weka - Collection of machine learning algorithms for data mining tasks.
* NeuroSolutions - Neural Network Software

* Apache Mahout™ - Scalable machine learning and data mining

e Appache Spark™ Machine Learning Library (MLIlib) - scalable machine learning library
consisting of common learning algorithms and utilities, including classification, regression,
clustering, collaborative filtering, dimensionality reductfon as well as underlymg
optimization primitives -

>
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O u r SOI Ut i o n Integrated and automated workflow — learning in the lab and production ( I

* Classification of events ALLOWED/NOT ALLOWED ° Solution components:

Action based on the result SENSOR, AGENT,
SERVER, ADMIN,
* Common Platform & modules for: TRAINER, PREDICTION MODULE
— Intrusion
— Data Leak *  Deployment:
— Fraud — Service model: Security as
— Malware an INPRESEC hosted and
— Malfunction managed service

- .. — Product model: hosted by
client, serviced by us

*  Prediction
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Patent applications in progress

&

INPRESEC SENSOR INPRESEC AGENT
Software, can be appliance analyses network traffic & Software installed on a computer (server, desktop, laptop),
possible security violations, classification based on mobile device (smart phone, tablet etc.) or network
Machine Learning (ML) - network-based system devices (routers, firewalls, etc.), classification based on ML

— host based system
INPRESEC SERVER
Software - integrates functions of sensors & agents

INPRESEC ADMIN

Dashboard, Configuration Console, Management,
Monitoring & Reporting Tools.

Collects data from Sensors & Agents, analysis,
classifying, learning & correlation and actions, based on

ML Sends alerts or other info through various communication

means
Can be linked to SOC / CERT centers or to other security

elements (AV, DLP, SIEM,...) INPRESEC PREDICTION MODULE

Software — data feed with probabilities of security

Software — training system based on ML

Prediction based on various data sources, Threat
Intelligence (TI), predictive analytics and ML
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Solution Components - Sensor

SENSOR, AGENT,
SERVER, ADMIN,
TRAINER, PREDICTION MODULE

* Software, can be appliance
analyses network traffic &
possible security violations,
classification based on
Machine Learning (ML) -
network-based system

Network
server(s)

&

Server cloud bassed of on-premisas,
correlation with
other sensors and agents

Results
e Data »  General SEOE ApmcHic {Output)
| pretprocessing classifier, ML —|  classifiers ML =P g

model based : Actions

(real-time)

] INPRESEC Sensor
Collects data from network
{wireless and wired)

(=]
—

Laptop

=2
- Laptops g
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Solution Components - Agent &

SENSOR, AGENT, TRAINER INPRESEC Agent
SERVER, ADMIN,
TRAINER, PREDICTION MODULE Processes System Calls

* Software installed on a computer
(server, desktop, laptop), mobile
device (smart phone, tablet etc.) or
network devices (routers, firewalls,
etc.), classification based on ML — Network Activity
host based system

Critical System

Structures Log Files
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SENSOR, AGENT, TRAINER SENSOR, AGENT,

SERVER, ADMIN, SERVER, ADMIN,

TRAINER, PREDICTION MODULE TRAINER, PREDICTION MODULE

- Software - integrates functions of sensors & Software - Dashboard, Configuration Console,
agents Management, Monitoring & Reporting Tools.

— Collects data from Sensors & Agents, analysis, — Sends alerts or other info through various
classifying, learning & correlation and actions, based communication means
on ML

— Can be linked to SOC / CERT centers or to other
security elements (AV, DLP, SIEM,...)
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SENSOR, AGENT,
SERVER, ADMIN,

TRAlNER, PREDICTION MODULE

*  Software — training system based on ML

— Uses “security analyst in the loop” annotations as
additional input to datasets

— Creates new models based on inputs from live system
and annotated vectors

— When new model with better accuracy is created,
posts it to server for download by sensors and agents

— By machine learning, system provides continual
improvement adapting to variety of threats, attacks,
as well as specific requirements that customers may
have.

&

SENSOR, AGENT,
SERVER, ADMIN,

TRAINER, PREDICTION IVIODULE

Software — data feed with probabilities of
security events in future,

— Prediction based on various data sources, Threat
Intelligence (TI), predictive analytics and ML

— Using various parameters and input data from set of
internal and external sources, it analyses them and,
through set of our proprietary algorithms, gives
probabilities of possible threats and attacks.

— These data will be later distributed as input to our
system and help to set alert levels, thresholds,
prevention measures etc.
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Possible Network Layout CP

Firewall

Router

¥y ey
|-| rrrrY Devices with
C— Agents
Computers with

e senzor 1 [}
N

Local

INPRESEC
Server
Dashboard /
Admin Panel INPRESEC Server
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Machine Learning -> Increased Efficiency CP

+ ,Security analyst in the loop” concept

— Supervised learning — solution becomes more and more clever during time and requires less
human intervention

* Decrease grey area during time, eventually to reach A=B
* Team focuses and more innovative and interesting work

0 | Irregular Grey area Regular | 1

0 A B 100
Example of decision scale
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Various IDS/IPS data sets and test vectors available on Internet

Created by us from:
— Testing environments
— Real environments

Created by us — dataset generation scripts:
— “clean” ones i.e. regular, no intrusions or other issues

— With anomalies, attack, intrusions, data leaks, malware and similar
malfunctions



Labeled dataset example (redacted)

AH Al A A0 [ | A AV

7912087 2637363 5274725 824176 412088 274725 288409 42E+09 80 239667 av\omnlv!
415995 147758 268237 639336 284149 284149 1.8£408 65 117.8 normal
0 0 0 0 0 0 9.2€408 0 anomaly
o o ) o o o - 0 normal
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anomaly
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anomaly
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anomaly
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anomaly
anomaly
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0 . “ e . “ . . - o . “ . 0 R . 0 0 normal
4.02638 . . 238.427 049672 049672 normal
001133 - - . - - - - 1 88269 normal

0 2 o o o . o o o o 0 . . 74 anomaly

0 . - o 62 anomaly
122892 ! - - ! ! ! - ! ! ! . - ! 353.692 normal
0.00078 . o - - - - 65536 normal
0 - - -1 normal

27605 - . - ! . ! 1152 o - anomaly
011683 . o - - - - 479345 29312 1853440 011683 011681 normal

0 - - 0 0 -1 0 0 anomaly

0 ! . - ! - * " * 0 0 -1 - 0 0 anomaly

olololololo/&i8lolololololololole

2
23
2%
2
2%
a
2
3
3
3
k]
3
k)
k)
3%
37
]
»
“
41
Q
a3
“

455 &




—_—7— '
Sensitivity and Specificity

The Truth
Has the issue Does not have the issue
Test
Score: True Positi False Positi
. rue Positives alse Positives
Positive (TP) (FP)
b
. False Negatives True Negatives
Negative (FN) (TN)
Sensitivity Specificity
TP TN
TP+ FN TN+ FP
or a d
a+c d+b

&

TP
PPV =
TP + FP
NPV = b
TN + FN



Receiver Operating Characteristic (ROC) curve CP

1.0

0-8-

0-6-

Sensitivity

0.4-

True Positive Rate

0.2

| ] I 1
0.0 0.2 0.4 0.6 0.8 1.0 0 False Positive Rate 1

1-Specificity
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Comparison with traditional systems

- Paradigm shift: predicts, prevent, prepare - goes ahead of hackers.

*  Automatic Iearning, continual improvement process. I—l

- Better accuracy, better performances.

- Lightweight maintenance. Removes repetitive work. Detect

- Significantly better in handling new threats (zero day). I'!

+  Multilayer / multilevel, assures holistic approach.
- Detects: wide spectra of threats and attacks intrusions, data leak, malware, fraud and
other malfunctions.



One more thing: C

* While the role of ML and Al in cybersecurity is
certainly in the early stages and still needs to evolve,
hackers will quickly learn to turn machine learning into
a distinct advantage

=> Al & ML can be misused as new threat attack vector
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