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Top 10 AS diji korisnici koriste DNSSEC validaciju

Source: https://labs.ripe.net/Members/gih/counting-dnssec
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. Koliko DNS zona koje koriste DNSSEC postoji?

. Koji broj DNS upita je DNSSEC validiran?

Koji broj DNS resolving servera koristi DNSSEC validaciju?
2,316/57,267 ~4.0%

4. Koliko korisnika interneta koristi servere sa DNSSEC
validacijom?

269,560/770,934 ~9.0%
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Korisnici interneta koji koriste servere sa DNSSEC validacijom 2012

Country Number of unique Number of DNSECC- Percent of Users using DNS resolvers that
Code End Users validating End Users perform DNSSEC Validation
RS 4607 440 9,55%
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Korisnici interneta koji koriste servere sa DNSSEC validacijom 2016
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CC Country DNSSEC Validates  Uses Google PDNS
RS Serbia, Southern Europe, Europe 28.31% 12.05%

Source: http://stats.labs.apnic.net/dnssec/XA
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Sta DNSSEC radi?

DNSSEC koristi public-key kriptografiju i digitalne potpise da potvrdi:
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Sta DNSSEC ne radi?

Ne omogucava poverljivost DNS komunikacije

*eDNS rekordi su javni i svima dostupni
eeNema enkripcije

eeNe osigurava privatnost client-server ili server-server
saobracaja

\e sprecCava Dilo Kakve napade na same DNS servere

eeNe pruza zastitu od DDOS, DNS tunneling, idr. napada
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DNSSEC elementi:

Key pairs  public key

private key

Nalazi se u DNSKEY rekordu

Cuva se offline ili HSM

Digital Privatni key potpisuje svaki DNS podatak u zoni

Signatures

Svaki potpis se nalazi u RRSIG rekordu

Dodatno KSK key-signing keys
ZSK zone-signing keys
DS delegation signer

Trust anchor

Potpisuje samo DNSKEY
Potpisuje ostatak zone

Upucuje na zone key child domena

Public key parenta kom se veruje
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Sta bi trebalo uzeti u obzir:

SadrZaj zone

* * Broj potpisanih rekorda
* *Broj KSK i ZSK kljuéeva
e * Dodatne sekcije u DNS zonama

Kriptografski algoritmi

¢ » Algoritmi bazirani na RSA su po pravilu brzi od EC (Elliptical Curve)

Duzina kljué¢a

* * Sto je duzina kljuéeva veéa - potpisi su veli
* ¢ Potrebno je vie CPU i memorije za verifikaciju

Ponasanje korisnika
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HW i SW zahtevi za autoritativhe DNS servere
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Instalacija nove instance BIND 9.8 sa DNSSEC validacijom
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Konfiguracija BIND-a

/etc/named.conf

C
C

C

nssec-enable yes;
nssec-validation auto; (yes <bind 9.8)
nssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";

Page 13

subota, novembar 26, 2016




Konfiguracija BIND-a

/etc/named.iscdlv.key

managed-keys {
# ISC DLV: See https://www.isc.org/solutions/dlv for details.
# NOTE: This key is activated by setting "dnssec-lookaside auto;"
# in named.conf.
dlv.isc.org. initial-key 257 3 5
"BEAAAAPHMu/50nzrEE7z1egmhg/WPO0+juoZrW3euWEn4MxDCE1+ILy2
brhQv5rN32RKtMzX6Mj70jdzeND4XknW58dnINPCxn8+jAGI2FZLK8t+
1ug4W+nnA3q02+DL+k6BD4mewMLbIYFweOPG73Te9fZ2klb56dhgMde5
ymX4BI/oQ+cAK50/xvIvOOFrf8kwbucMTwFIgPe+jnGxPPEmHAte/URk
Y62ZfkLoBAADLHQ9IrS2tryAe7mbBZVcOwIeU/Rw/mRx/vwwMCTgNboM
QKtUdvNXDrYIDSHZws3xiRXF1Rf+al9UmZfSav/4NWLKjHzpT59k/VSt
TDNOYUuWrBNh";

# ROOT KEY: See https://data.iana.org/root-anchors/root-anchors.xml

# for current trust anchor information.

# NOTE: This key is activated by setting " dnssec-validation auto;"

# in named.conf.

. initial-key 257 3 8 "AwWEAAagAIKIVZrpC6la7gEzahOR+9W29euxhJhVVLOyQbSEW008gcCjF
FVQUTf6ev58fLjwBd0YIOEzZrAcQqBGCzh/RStIoO8g0ONfnfL2MTIRkxoX
bfDaUeVPQuYEhg37NZWAIQ9VnMVDxP/VHL496M/QZxkijf5/Efucp2gaD
X6RS6CXpoY68LsvPVjR0ZSwzz1apAzvN9dIzEheX7ICIBBtuA6G3LQpz
W5hOA2hzCTMjJPI8LbgF6dsV6DoBQzgul0sGIcGOYI70yQdXfZ57relS
Qageu+ipAdTTI25AsRTAoub8ONGcLmgrAmRLKBP1dfwhYB4N7knNnulq
QxA+Uk1ihz0=";

o
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DLV (DNSSEC Look-aside Validation) sp&

Internet Systems
Consortium

DLV je ekstenzija DNSSEC protokola sa ciliem da omoguci potpisivanje i validaciju

domena ciji parenti nisu potpisani. Rerurshia Hama Savsare

P NS1
(security aware)
trust anchor
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Secure Delegation
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Zakljucak

La Protiv

Zastita korisnika

Jednostavna Dodatna
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Buducnost DNSSEC-a?
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